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Why Records Management?
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* As a Federal contractor, SLAC has record-keeping responsibilities.
* Benefits:

- ldentify & make readily available information needed

- Comply with state & federal regulations

- Reduce operating costs

- Preserve our corporate memory & scientific research

Records management supports:
« DOE mission and business processes
e public access to government information




What is a Record?
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« Made or received by SLAC

* Inany form or format (electronic or paper)

* For business transactions or activities

« Evidence of mission, organization, functions,
operations, policies and procedures, decisions

Federal records are recorded information, regardless of format,

created or received while conducting Government activities.

Reference: 44 United States Code § 3301



How to Identify a Record

Do you need it to prove something did or did not occur? (proof)
O Would an auditor require you to retain it? (audit)

O Could it resolve a dispute in the future?

O Does it support what you do? (supporting documentation)

O Does it have business, legal, scientific, or historical value?

Examples:
— Procedures
— Signed PR’s
— Official meeting minutes
— Timecards



What is not a record?

Non-record materials do not meet the conditions of a record.

Examples:
- Duplicate copies
- Drafts (without substantive comments) superseded by final versions*
- Published materials: catalogs, trade journals, etc.
- Personaldocuments:
= Accumulated by an employee; not used for business
» Related solely for an individual’s private affairs
» Should be kept separately from records




Records Lifecycle
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What are Permanent Records?

Permanent Records have historical or other value

that warrants permanent preservation.

d NEVER destroyed

J  Transferred to National Archives

Examples:
«  SLAC Official Publications
Significant R&D Project Files
- LCLS, LCLS-II (including financials)
Organizational charts



Temporary Records
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Temporaryrecords have a finite retention period.

 Destroyed/deleted after a NARA-approved retention period

 Can be stored off-site when inactive
 May need to be kept for a very long time
 May require keeping past retention period
e.g. Legal Hold issued by DOE Office of General Counsel

Examples:
«  Employee travel documents
« Accounting reports
Personnel files



What is a Legal Hold?

A Legal Hold is issued for litigation, audit,

federal investigation, FOIA request, etc.

(] Suspends normal disposition or
processing of all documents described
in the Legal Hold, including records &
non-records

L Also called:
= hold order
= freeze notice
= preservation order
= suspension order

=  Moratorium
e.g.: DOE EPI Freeze*

*Epidemiological hold on several administrativeand
environmental records instituted March 1989-present)



Records (Disposition) Schedules

« National Archives and Records Administration (NARA)
General Records Schedules (GRS)
— for records common to federal agencies

« DOE Records Schedules *NARA-approved*
— customized to DOE and its Contractors
— Program Records: unique, substantive functions
(e.g. R&D, ESH)

For authorized, current schedules, see:
SLAC AHRO > Services > Records Schedules
https://www.slac.stanford.edu/history/rs.shtml
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https://www.archives.gov/records-mgmt/grs.html
https://energy.gov/cio/guidance/records-management/disposition-schedules
https://www.slac.stanford.edu/history/rs.shtml

Records Disposition Schedule Example

‘DEPARTMENT OF ENER
Records Disposition Schedule (RDS) 1.1: Financial Ma

Financial Management and Reporting Records documenting the procurement of goods and servic
monitoring agencies’ net worth, pension, and insurance.

Note: Refer to GRS 1.1 for all other Financial Management and Reporting records not addressed |

Item | Records Description

010 | Contractor Pension Case Files Continuing Obligation
Pension plan case files for contractors that includes, Cases for which DOE has contir
but are not limited to: liability for pension plan claims

contract completion or termin:
e pension plans

« modifications, and amendments

020 No Continuing Obligation

. EDFFESDGHdEI‘ICE"

* reports _
| — - ctridice amd amnaliicac Cases for which DOE has no co




Electronic Records

Electronic records are created by a computing device, stored on
electronic media, and retrievable/machine-readable.
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Subiject to records retention
requirements just like other records

Context cross-reference/descriptive
Complete

Controls

Trustworthy reliable, authentic
Usability

E-mails qualify as records if they:

 Document policies, decisions, or
actions

O Document important meetings
(e.g., discuss or attach meeting
minutes or agendas)

O Protect the financial, legal, and
other rights of the government or
persons directly affected by
government actions

Note: Personal e-mail accounts
should NOT be used for work.
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Digitization of Temporary Federal Records

 Capture all information from original source records
— all pages/parts

 Ensure use for all purposes served by originals
— attest to transactions and activities

] Protect against unauthorized changes

] Locate, retrieve, access & use for entire retention period
J Documented Validation Process

See: 36 CFR Chapter Xll Subchapter B Part 1236 Subpart D & § 7236.34
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https://www.ecfr.gov/cgi-bin/text-idx?SID=5aeef6ce630d163bb7da490f4c85629f&mc=true&node=20190410y1.17
https://www.federalregister.gov/documents/2019/04/10/2019-06916/electronic-records-management%23sectno-citation-%E2%80%891236.34

Summary

¢ Most records are temporary

— NO temporary records can be transferred to the Federal Records Center
(FRC) after 2022.

— The Lab will have to make alternate arrangements for temporary records’
storage, retrieval, and final disposition after the 2022 deadline.

*** Timely disposition (legal liability/risk)

** Transition to electronic records:

- identify records

- separate inactive records

- periodic review for disposition (e.g. cut off annually)
- plan for migration

*Please check with AHRO before disposal to ensure compliance
with current records schedule(s) and disposal freezes.
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Contact / Questions?
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SLAC Archives, History & Records Office
https://www.slac.stanford.edu/history/

- transfer inactive records to FRC (2022 deadline)
- transfer permanent records
- answer records management questions

[ recordsmgmt@slac.stanford.eduJ
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https://www.slac.stanford.edu/history/
mailto:recordsmgmt@slac.stanford.edu
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Archives, History & Records Office (AHRO)

http://www.slac.stanford.edu/history/
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Records Management (RM) function

* Advises on handling & retention of inactive temporary

records—in any format—created in the course of doing
business at SLAC

* Ensures compliance with relevant state and federal laws
and with DOE records management policies/procedures
* Provides temporary records services;
Liaison to Federal Records Centers (FRC)

Retention is based on financial, legal, or medical reasons, according to
records disposition schedules (RDS) agreed upon

by DOE & National Archives and Records Administration (NARA)
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Federal Definition of Records Management

“The planning, controlling, directing, organizing, training, promoting, and other
managerial activities involved with respect to records creation, records
maintenance and use, and records disposition in order to achieve adequate and
proper documentation of the policies and transactions of the Federal government
and effective and economical management of Agency operations.” (44 U.S.C.
2901)

Records Management is the practice of
maintaining and preserving records

from creation until disposition
(when no longer needed for current business).

18


https://www.archives.gov/about/laws/records-management.html%232901

More Benefits of Records Management
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Contributes to the smooth operation by making readily available the
information needed for decision-making and operational readiness

Helps deliver services in a consistent and equitable manner
Facilitates the effective performance of program activities
Protects the rights of citizens, businesses, and the Agency
Provides continuity in the event of a disaster

Protects records from inappropriate and unauthorized access
Helps meet statutory and regulatory requirements

Provides protection and support in litigation

Improves office efficiency and productivity

Provides better documentation more efficiently

Frees up office space for other purposes by moving inactive records to storage
facilities

19



SLAC Contract: RM Requirement
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According to our contract (H.6.0.4.f), SLAC has to maintain
all of our records in accordance with:

"36 Code of Federal Regulations (CFR), Chapter XII, --
Subchapter B, “Records Management” and the National
Archives and Records Administration (NARA)-approved
Records Disposition Schedules. Records retention
standards are applicable for all classes of records, whether
or not the records are owned by the Government or the
contractor. "
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Responsibility
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Every federal employee and contractor is responsible for
creating, managing, protecting, and disposing of federal
records in their custody.

* Unauthorized disposition of Federal records
- $2,000 fine
- 3-year imprisonment
- or both (18 U.S.C. 2071)

21



How to Identify a Record (Flow Chart)

October 2010

Start: You created
or received a

Doesitrelate
to youragency’s, oryour,
responsibilities?

Non record

document
Are you the .
Sender/Creator? Are you the Recipient?
Doesitexplain, justi
Non record or documentan actionor Do youneedto takean

.. I
decision? action?

RECORD

File as required

Non record

Non record

22%



Demo: Using Records Schedules
_- S Archives and History Office: Re X [ies

C' ﬁ} @ F nttps./

rw.slac.stanford.edu/history/rs.shtm B g m @O @

SLAC Home | SLAC Today | For Staff | For Users | Directorates ¥ Esean;h | GO

ARCHIVES, HISTORY & RECORDS OFFICE - AHRO Osucwes ®@reone Omowss
————

AHRO Home AHRO > Services > Records Schedules

About Us

Foatures Records Schedules

Resources Note: Some links on this page open pdf files, which require the free Acrobat ReaderTh).

Services

About This Site SLAC Current Organizational Unit File Plans / Records Control Schedules

Nobel Prizes For assistance in applying or developing a records schedule for your unit, please contact the SLAC Records Manager.

Early Web Exhibit

Historical Photos a aQ MY 1 el2 — |+ Automataskalo  w =8N »

Memorials and Trnibutes
Sid Drell Stories .
pief Panofsky Stories
Burton Richter Stories
Dick Taylor Stories

Helmut Wiedemann Stories

SLACspeak SLAC Current Organizational Unit File Plans / Records Control
SLAC Interactive Timeline SChedL”es

Hours: By appointment Monday- For assistance in applying or developing a records schedule for your unit, please contact the SLAC

Friday during regular work hours. Records Manager .

Confact Records [ | le Pl
Applicable File Plan(s) /

Archives E-mail: (series or type) Creating Office Records Control Schedule(s)

dacarc[@]slac.stanford.edu YP

RM E-mail: ) . .

recordsmgt[@]slac.stanford.edu Director’s Office Director’s Office SLAC DO Schedule

Phone: (650)926-3091 records

Post: SLAC Archives and History
Office, M/5 B2, 2575 Sand Hill Road,
Menlo Park, CA 94025.

Multiple offices DOE Administrative Records schedules

DOE Administrative Records schedules
Particularly ADM16, e.g. Item 1.3

Performance Indicators, retention of 5 23
years (N1-434-98-19) v

Administrative records
Office Location: Bldg.50, Rm.122 Contractor Assurance




Sample Records under DOE ADM Records Schedules

 Procurement & Supply (DOE ADM 3)

- Budget (DOE ADM 5)

° Background (cost statements, rough data, prep materials)
- Destroy 1 year after close of fiscal year (DOE ADMS5 Item 2)
° Budget Reports
- Annual report — 5 years (DOE ADM 5 Item 3a)
- All others — 3 years after end of fiscal year (DOE ADM 5 Item 3b)

 Accounts Records (DOE ADM 6)
* Audit files (contractors):

- files/correspondence 10 years
- work papers 5 years

« Administrative Management (DOE ADM 16)
* Performance Indicators, e.g. ALP (incl. assoc. data) 5 years

Please check with AHRO before disposalto ensure compliance
with current records schedule(s) and disposal freezes.
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https://www.energy.gov/sites/prod/files/cioprod/documents/ADM_3(3).pdf
DOE%20RDS%20ADMhttps:/www.energy.gov/sites/prod/files/cioprod/documents/ADM_5_Rev_2(1).pdf
https://www.energy.gov/sites/prod/files/ADM%206_0.pdf
https://www.energy.gov/sites/prod/files/cioprod/documents/ADM_16(4).pdf

Records under DOE Programmatic Records Schedules

« Environmental Records
e Research & Development Records

o Financial documents
- Budgets
- Costruns
- eftc.

Please check with AHRO before disposalto ensure compliance
with current records schedule(s) and disposal freezes.
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https://www.archives.gov/files/records-mgmt/rcs/schedules/departments/department-of-energy/rg-0434/n1-434-08-002_sf115.pdf

EDUCATOR RESOURCES

RESEARCH OUR RECORDS VETERANS' SERVICE RECORDS

Federal Records Management

Home » Fedesal Records Management » Genéral Records Schedules (GRS)

General Records Schedules (GRS)

« Transmittal 31[

&GRS home page

yyyyy

Demo: View General Records Schedules

|

g ules (GRS X s Archives and History Office: Recc X | +

schnedules

View the National
Archives Operating
Status

»s://www.archives.gov/records-mgmt/grs.html #« K

GRS Title

1.0 Finance

GRS 1.1 Financial Management and Reporting Records Updated [ PDF |4 ][WORD [w] ][ FAQ]

GRS 1.2 Grant and Cooperative Agreement Records [PDF[3 [[WORD[W 1[FAQ]

GRS 1.3 Budgeting Records[ PDF [ ] [WORD [@) ][ FAQ]

2.0 Human Resources

GRS 2.1 Employee Acquisition Records Updated [ PDF[S ][ WORD[W ][ FAQ]

GRS 2.2 Employee Management Records Updated [PDF[S ] [WORD[W ][FAQ]

GRS 2.3 Employee Relations Records Updated [ PDF[8 1[WORD[W ][ FAQ Updated ]

® GRS 2.3 Backwards looking crosswalk[4
® GRS 2.32017 version to 2019 version crosswalk [8

GRS 2.4 Employee Compensation and Benefits Records[ PDF |4 ][ WORDw] ][ FAQ]

GRS 2.5 Employee Separation Records Updated [ PDF[A ][ WORD[W ][ FAQ]

GRS 2.6 Employee Training Records Updated [ PDF[S J[WORD[W ] [FAQ]

GRS 2.7 Employee Health and Safety Records Updated [PDF [& ][WORD W) ] [FAQ]

GRS 2.8 Employee Ethics Records [PDF[S ][WORD[# ][ FAQ]

3.0 Technology




Vital Records

Vital records are records that are essential to the continued functioning of the
Department/Agency and its operating units during and after an emergency.

Emergency operating records

e Needed to continue the most critical
operatingunitfunctions of the Agency

*Business Continuity Plans (BCP) reviewed/updated annually
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Records Storage and Transfer Guidelines

O Transferring Hard-Copy Records to Archives or the Federal Records Center*
U Transferring Permanent Electronic Records

U Temporary Relocation of Current Files
O Capturing Departing Employee’s Federal Records

www.slac.stanford.edu/history/transfer.shtml

- (m] X
£ Archives and History Office: Recc X +

& C @ hitps://www.slacstanford.edu/history/transfer.shtml

SLAC Home | SLAC Today | For Staff | For Users | Directorates V¥

ARCHIVES, HISTORY & RECORDS OFFIGE - AHRO
I————NN————

AHRO Home AHRO » Services > Records Storage and Transfer Guidelines

About Us R R

Features Record Storage and Transfer Guidelines

Resources . .

Services Transferring Hard-Copy Records to Archives or the Federal Records Center (FRC)

About This Sit: . -

out This Stte 1. Before weeding your files:
Nebel prizes = If you do not yet have a records schedule for your office’s technical or scientific records, contact the Records Manager
Early Web Exhibit (RM)

Historical Photos = If you want to make a routine transfer of administrative (business, non-technical) records in accordance with an

Memorials and Tributes established records schedule, contact the lab's Records Manager (RM). Provide the following information:
Sid Drell Stories © contact name and transferring office
Pief Panofsky Stories total number of boxes
Burton Richter Stories inclusive date range (start and end years)

Dick Taylor Stories description (with sufficient detail to verify compliance with records schedule)
Helmut Wiedemann Stories file/folder list

SLACspeak

o 6 5 o

o

format type (for non-paper-based or special format records, e.g., microfilm, engineering drawings, media)

SLAC Interactive Timeline Follow subsequent instructions to complete the records transfer.

Hours: By appointment Monday-

n 2. When transferring files from drawer to box, be careful to retain the original file order.
Friday during regular work hours.
= The larger, two cubic foot bank "transfiles” are not accepted for storage. They are difficult to carry, do not stack well,
and do not fit on the storage shelves.
Contact:

= Files should be removed from hanging folders and identifying information from the hanging folder tabs transferred to

upturned sheets of bond paper. Do not send hanging files to storage, as they almost double the space used by the
files.

Archives E-mail:
slacarc[@]slac.stanford.edu
RM E-mail:

= Also: remove any files/documents stored in three-ring binders, and place the documents in file folders. (Three-ring
recordsmet[@]slac.stanford.edu

Phone: (550)926.3091 binders do not fit into standard records storage cartons, AND they unnecessarily increase the volume of the records by
Post: SLAC Archives and History at least one-third.)

Office, /S 82, 2575 Sand Hill . X

Road, Menlo Park, CA 94025. 3. Permanent archival records retirements -- applies to science, engineering and top-level administrator records

= Archival (permanent retention science or engineering or high-level administrators) records must be stored in standard
acid-free, lignin buffered records storage cartons (1 cubic foot). These will be provided by the archives at no charge.

= Boxes should be labeled IN PENCIL on the fronts, giving the office of origin, the record series, and inclusive dates.
(e.g. Associate Director, Research Division : Subject files, 1965-1975.)

= If more than one box is transferred, the boxes should be numbered consecutively reflecting the file's original
alphabetical or numerical order.

Office Location: Bldg.50, Rm. 122



http://www.slac.stanford.edu/history/transfer.shtml

Electronic Information System (EIS) Requirements

36 CFR chapter 12 -- specifically 1236.26, and other subsections

+ Integrate RM and preservation into implementation of EIS

- Reliability, Authenticity, Integrity, Usability, Content, Context, Structure
- Controls

- Retrievable and Usable throughout retention period
* Migration to new storage media, formats
* Plan for migration past life of system
* Hardware/software/storage media conversion; maintain metadata

 Built-in recordkeeping functionality *DoD-5015.2 STD-certified

* Declare records
* Capture
* Maintain/Use (organize, security, access, retrieve, preserve, audit)
* Disposition
« Up-to-date EIS documentation

- Storage Media: Area Controls, Test, Sampling, Migration

29



Cloud Environments
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« SLAC would have to be able to demonstrate to DOE and NARA that

cloud-based system meets all of the requirements of our contract
(36 CFR chapter 12, specifically 1236.26 and other subsections)

« NARAUniversal Electronic Records Management Requirements
(https://www.archives.gov/records-mgmt/policy/universalermrequire ments)
specifies both mandatory and preferred requirements for Cloud Services

NARABUlletin 2010-05 also delineates standards and policies
that need to be created for records stored in cloud environments
https://www.archives.gov/records-magmt/bulletins/2010/2010-05.html (section 7a-h)

* DOE recordkeeping requirements for records and information maintained in
cloud environments are still in development.

AHRO advises the Lab to wait until DOE guidance has been established before
moving to cloud solutions for electronic records systems or backup storage.
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Recap

What is a record?

e In simple terms, information in any media created or received while fulfilling the duties of your
position or conducting official business that evidences Agency functions, organization, and
activities

What is records management?

e Contributes to smooth operation of Agency programs
e Protects rights of citizens and Agency
e There are legal consequences for non-compliance

Who is responsible?

e All employees and contractors areresponsible for the maintenance of records they create




Statutes and Regulations

Laws and regulations governing federal Records Managementinclude:

Federal Records Act of 1950

e 44 U.S.C., chapters 21, 29, 31, and 33

Title 36 CFR

e Parts 1220 through 1238

18 U.S.C.

e Chapter 101

E-government Act of 2002

e Section 207

A completelist can be found at www.archives.gov/records-mgmt/laws/.

For e-records, see: www.archives.gov/about/laws/egov-act-section-207.html.



http://www.archives.gov/records-mgmt/laws/
http://www.archives.gov/about/laws/egov-act-section-207.html

References
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« Transition to Electronic Records (OMB/NARA M-19-21)
 NARA Strateqgic Plan, FY2018-2022

 DOE O 243.1b* Records Management Program

« 44 U.S.C. Chapters 21, 29, 31 and 33

* Freedom of Information Act (5 U.S.C. 552)

* Privacy Act (5 U.S.C. 552a)

« 36 Code of Federal Regulations (CFR), Subchapter B,
Records Management

DOD 5015.02-STD Electronic Records Management Application
(RMA) Design Criteria Standard, Ver. 2
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https://www.whitehouse.gov/wp-content/uploads/2019/06/M-19-21.pdf
https://www.archives.gov/about/plans-reports/strategic-plan
https://www.directives.doe.gov/directives-documents/200-series/0243.1-BOrder-b-admchg1
http://www.dtic.mil/whs/directives/corres/pdf/501502std.pdf

